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A. The following amendments are made to the solicitation N00178-04-R-2011:

1. On Page 18 of 83 in Table 1, “CEC WASP” should be checked to be supported
under the SCSC column,

2. On Page 38 of 83, the labor category should read “Material Handling
Specialist/Courier” as opposed to Material Handling Clerk.

3. On Page 66 of 83 under (c) Personnel Resumes the resume chart should be
modified to indicate that 3 Systems Operations Engineer/Analysts will be utilized at
Wallops and 1 Operations Engineer/Analyst will be utilized at Wallops.

4. On Page 69 of 83 - the last sentence on the page should be edited to read “The
offeror has a 24 X 7 approach to IWSL day-to-day tactical/simulation systems
operations with provisions to reduce staffing if the facility is closed on a weekend or
Holiday and 5 days per week, 2 shifts per day approach to SCSC day-to-day
operations.”

5. On Page 73 of 83, the iabor category should say “Operations/Engineer Analyst”
as opposed to Operations Analyst.

6. All mention of the labor category “Junior Operations Analyst” should be removed
from solicitation and attachments and it should be removed from the Level of Effort
shown on Page 73 of 83 of the solicitation

7. On page 73 of 83, the total hours under MGMT/ADMIN should be 2,860 and hence,
the total hours should also change to 118,116,

8. On Page 76 of 83 — paragraph (2)(i)}(A) - the paragraph should be changed to read
“Travel dollars are assumed to reflect Dahlgren, Va or Wallops Island as a point of
origin..."

9. Attachment J.2 should be replaced in entirety with the new DD254, which is
attached to this amendment.

10. The SOPs, which are referenced through the Statement of Work, have been made
available in CD format for viewing at the Dahigren site. For an appointment to view
please call 540-653-8916.

11. For clarification purposes: On page 42 of 83 under Mandatory Requirements #2,
the contractor must only provide computers for off-site personnel.
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B. Because of these changes and clarifications, the proposal submission date in Block 9
of the original solicitation is now changed to 9 July 2004.



CONTRACT SECURITY CLASSIFICATION SPECIFICATION

DEPARTMENT OF DEFENSE ~~ Q05 -04

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

(The requirernents of the DoD Industrial Security Manual apply 5 LEVELOF SAFEGuAHD:NS(fC;zR]%: 5
ta all security aspects of this effort.] ' REQUIRE
SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable} 3. THIS

SPECIFICATION IS: (X and complete as applicabiel

a. PRIME CONTRACT NUMBER
a.

DATE ¢¥YYYYMAMDD)
ORIGINAL {Complete date in all cases)

b. SUBCONTRACT NUMBER b,

REVISED AEVISION NO. DATE (¥YYYMMDD)
{Supersedes all
previous specs)

c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD)
c.

DATE {YYYYMMDD)
FINAL (Complete item 5 in all cases)

4. IS THIS A FOLLOW-ON CONTRACT? | ves Lx { NO. I Yes, complete the foilowing:

Classified material received or generated under {Preceding Contract Number! is transferred to this foliow-on contract.
5. 1S THIS A FINAL DD FORM 2547 YES IL[ NO. If Yes, complete the following:

In rasponse to the contractor's request dated , retention of the classified material is authorized for the period of

6. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE

,

c. COGNIZANT SECURITY CFFICE /Name, Address, and Zip Code)

7. SUBCONTRACTOR '

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE

¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Codej

8. ACTUAIL PERFORMANCE

a. LOCATION b. CAGE CODE

THIS D 254 [y A GUIDY
ONLY. aN ORIGINAL DD |

: FOR BIDD]
b4
AWARD OF CONTRACT ..

04 WILL B3

¢. COGMIZANT SECURITY OFFICE (Name, Address, and Zip Code)

¥C PURPOSES
ISSUED UpON

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

TACTICAL OPERATIONS SUPPORT AND FACILITY LIFETIME

AEGIS COMPUTER CENTER (ACC) AND AEGIS COMBAT SYSTEMS CENTER (ACSC) SIMULATION AND

SUPPORT ENGINEERING SERVICES.

10. CONTRACTOR WILL REQUIRE ACCESS TO: VES| NO 111, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL- YES | NO
2. COMMUNICATIONS SECURITY {COMSEC) INFORMATION X * AONALETSR IOASRER NFQRMATION ONLY AT ANOTHER X
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | e receive ano GeneraTE cLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | ¢ FaeRICATE. MODIFY, OR STORE CLASSIFIED HARDWARE
e. INTELLIGENCE INFORMATION e, PERFORM SERVICES ONLY 4

P f. HAVE ACCESS T0 U.§. CLAGSIFIED INFORMA TTON OUTSIDE THE U5 4
(1! Sensitive Compartmentad laformation (SCI) PUEATO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
9. BE AUTHORIZED TG USE THE SERVICES OF DEFENSE TECHNICAL INFGRMATION >
12} Non-5C1 CENTER (OTIC] OR OTHER SECGNDARY BISTRIBUTION CENTER
SPECIAL AGCESS INFORMATIGN X'T n meauire a comsec account X
g NATO INFORMATION X . HAVE TEMPEST REQUIREMENTS Y
h. FOREIGN GOVERNMENT INFORMATION X ] HAVE OPERATIONS SECURITY (OPSEC] REQUIREMENTS X
LIMITED DISSEMINATION INFORMATION X |« 8E AUTHORIZED TO USE THE DEFENSE COURIER SERWICE X
.. FOR OFFICIAL USE ONLY INFORMATION X { I OTHER (Specifyi
k. GTHER (Specify

DD FORM 254, DEC 1999 PREVIOUS EDITION IS OBSOLETE.




12. PUBLIC RELEASE. Any information (ciassified or unclassified) pertaining 1o this contract shail nat be released for public dissemination except as provided
by the Industrial Security Manuai or unless it has been approved for public release by appropriate U.S. Government autherity. Proposed public releases shall

be submitted for approval prior to release |:| Direct [E Through {Specify)

COMMANDER, DAHLGREN DIVISION, NAVAL SURFACE WARFARE CENTER
ATTIN: CODE CD206, DAHLGREN, VA 22448.5100

te the Directorate for Freecdorn of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disciosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classifisction guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any other contributing factor ingicates a need far changes in this guidance, the contractor is authorized and encouraged to provide
recommended changes; to chailenge the guidance or the classification assigned to any information or material furnished or generated under this contract;
and ta submit any questions for interpretation of this guidance 1o the official identified below. Pending final decision, the information involved shali be
handled and protected at the highest ievei of classification assigned or recommended. (Fif in as appropriate for the classified effort. Attach, or farward under
separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

The contractor will provide secured facilities to store all classified reference materials required. At any time, it is anticipated
that no more than one (1) three-drawer safe will be required to store classified maaterial.
Security classification guidelines will be issued for each classified job.

SEE ATTACHED PAGES

Anita L., Coakley, Code N83, (540)653-8%16
Contracting Officer's Representative Estimated Expiration Date:

14. ADDITIONAL SECURITY REQUIREMENTS. Reguirements, in addition to ISM requirements, are established for this contract. X | Yes No
{If Yes, identify the pertinent contractusl! cleuses in the contract document itself, or provide an appropriate statement which idantifies the additional
requirements. Provide a copy of the requirements 1o the cognizant security office. Use ltem 13 if additional space is needad.)

All information systems and components (e.g., computers, networks, and peripherral devices) will be accredited by the
cognizant NSWCDD DAA prior to use under this contract.

15. INSPECTIONS. Elements of this contract are outside the inspaction responsibility of the cognizant sacurity office. { Yes | X [ No
{If Yes, explain and identify specific areas or elements carved out and the activity rasponsibie for inspactions. Use ftem 13 /f additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated harein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named beiow.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (inciude Ares Code)
GLORIA E. ELMORE Contracting Officer's Security Representative (540653-8723

d. ADDRESS {/nciude 2ip Cods) 17. REQUIRED DISTRIBUTION
COMMANDER, DAHLGREN DIVISION X | a contrRacToR
NAVAL SURFACE WARFRE CENTER, CODE XDC9% b, SUBCONTRACTOR

DAHLGREN, VA 22448-5100

c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.5. ACTIVITY RESPONSIBLE FOR CVERSEAS SECURITY ADMMINSTRATION

. X
. SIGNATURE
éA/ . = 4//7 X | e, ADMINISTRATIVE CONTRACTING OFFICER
,W(-d_ : : L'Z///?(,&GZ _R—lt OTHERS AS NECESSARY

~ kT

DD FORM 254 (BACK), DEC 1999



CONTINUATION SHEET - DD FORM 254

All reports containing scientific/technical information (both
classified and unclassified) will be marked on both the cover and
title page with the following distribution statement: {For
Intelligence Data - See Statement Below) *:

"Distribution authorized to U.S. GOVERNMENT AGENCIES ONLY;
TEST AND EVALUATION"; {(Date statement applied). Other requests
for this document must be referred to Commander, Dahlgren
Division, Naval Surface Warfare Center, Code N83, Dahlgren, VA
22448-510¢0.

*Intelligence data reports - distribution statement as
follows: "FURTHER DISSEMINATION ONLY AS DIRECTED RY COMMANDER,,
DAHLGREN DIVISION, NAVAL SURFACE WARFARE CENTER (CODE T53),
DAHLGREN, VA 22448-5100 (DATE APPLIED) OR THE OFFICE OF NAVAL
INTELLIGENCE (ONI-52) ",

All technical data provided to the contractor by the government
will be protected from public disclosure in accordance with the
markings contained thereon. All other information relating to' the
items to be delivered or services to be performed under this
contract may not be disclosed by any means without pricr approval
of the authorized representative of the contracting cfficer.
Dissemination or public disclosure includes, but is not limited
to, permitting access to such information by foreign nationals or
by any other person or entity; publication of technical or
scientific papers; advertising; or any other proposed public
release. The contractor shall provide adequate physical
protection to such information as to preclude access by any

person or entity not authorized such accessg by the government.

Due to the sensitivity of this Pregram, no classified material
received or generated under this contract will be transferred to
any other contractor or agency without the approval of the
Contracting Officer or Contracting Officer’s Representative
(COR) . For intelligence data reports see the intelligence
supplement. .
Information on this contract is not releasable to personnel
possessing reciprocal clearances without the written approval of
NSWCDD. For intelligence data reports see the intelligence
supplement.

Page 3 of 6 Pages
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All classified visit requests for activities other than
Intelligence Community (IC) activities (i.e. DOD or national
intelligence agencies) shall have "NEED-TO-KNOW" certified by the
individual identified in Item 13.. Visit regquests for
subcontractors to activities other than IC activities will have
"NEED-TO-KNOW" certified by the prime contractor. Requests for
all visits to IC activities shall have "NED-TO-KNOW" certified by
the NSWCDD Senior Intelligence Officer (SI0). All requests shall
contain the information required by Chapter 6, NISPOM. The time
limit on all certifications shall not exceed the contract
expiration date. Certifications to IC activities shall be on a
case-by-case basis.

All classified visit requests for the Dahlgren Division, Naval
Surface Warfare Center should be forwarded to the Visitor Control
Office no later than five (5) working days prior to intended
visit.

Page 4 of 6 Pages
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INTELLIGENCE INFORMATION

Intelligence information reguired in connection with performance
shall be acquired under the direction of the Dahlgren Division,
Naval Surface Warfare Center (NSWCDD) Scientific and Technical
Intelligence Office (STILO}, Code TS3. Foreign intelligence will
be provided in accordance with DOD Directive, DOD~0000-151C-95,
DODIPP Production Procedures; OPNAV Instructions 3880.6 and
3811.1C and NSWCDD Instructions 3880.6A and 38il.1cC.

The fellowing conditions of release apply to Foreign Intelligence
information.

a. The material does not become the property of the
contractor and may be withdrawn at any time. Upon expiration of
the contract, all foreign intelligence released and any material
using data from such intelligence shall be returned to the NSWCDD
Senior Intelligence Officer (SIO) for final disposition. Only
with the prior authorization of the Office of Naval Intelligence
{ONI-52) wvia the NSWCDD SIO may the contractor retain such '
material. -

b. The contractor shall not release the foreign intelligence
material to any activity or person of the contractors
organization not directly engaged in providing services under the
centract or to another contractor (including subcontractors),
government agency, private individual, or organization without
prior approval of the NSWCDD SIO, or ONI-52 via the NSWCDD SIO.

¢. Intelligence material shall not be released to foreign
naticnals or immigrant aliens who may be employed by the
contractor, regardless of the level of their security clearance
or access authorization, without the prior approval of ONI-52 via
the NSWCDD SI0.

d. Intelligence material shall not be reproduced without
prior approval of the NSWCDD SIO, or ONI-52 via the NSWCDD SIO.
All intelligence material shall bear a prohibition against
reproduction while in the custody of the contractor.

Page 5 of 6 Pages
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e. The contractor shall maintain records which contain the
names of all individuals granted access to foreign intelligence
material in the contractor’s custody. These records shall be
furnished to the NSWCDD Contracting Officer or the NSWCDD SIO on
demand. The contractor shall ensure all individuals granted
access to foreign intelligence information are aware of and abide
by the controls set forth above.

Foreign intelligence is defined in SECNAVINST 5510.36 as the
product from the collection, evaluation, analysis, integration,
and interpretation of intelligence information about a foreign
power and which is significant to the national security, foreign
relations, or economic interests of the U.S. and which is
provided by a Government agency that is assigned an intelligence
mission.
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